NIST

The Game Changing Benefits of DevSecOps

Moving from Static to Dynamic Security



The Current Landscape

iT@day S systems are very brlttle rely on a o

one dlmen5|onal protection strategy of
benetraﬂon resistance, and are h|ghly
susceptlble to devastating cyber- attacks
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Anc')'th'e'r Prbblem..,

Little or no underSténding of
V‘fhat'smthe "black _box."‘
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§ecurity vulnerabilities can occur throug'h failures R

Requlrements— 7 : % | 2
e Sy tem or component possesses all the functlons and features requlred and still contams .
ﬁrtles that make it unswtable or meffectlve with respect to: secur|ty N _-;
» ’ T [ad .:'.2‘;'":‘:, A.
~ !?&’?\f".{
not mee’i‘ its speC|f|cat|0ns and/onvulnerabtlltlQSfe'k}st as a e 3 .
A'QFieration— BN AN SO S
System or comenent has been constructed correctly to a correct, specrflcatlon but Ve
vulnerabihtles exist as a result of madequate controls during operation. :
Source: ISO/IEC 15408
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DevSecOps Fundamentals...

Securlty mtegratlon throughout the system life cycIe |

@@uplmed and structured software and system development
processes W|th securlty mhentance o ~ \ ;

o Trusted development enwronments and developers
. C.ont'muous integration and deployment

. Cohti_nuous monitoring and ATOs
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Next Generat/on Development Processes St
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DevSecOps
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Reducing susceptibility to cyber threats
IR B : requires a multidimensional strategy.

Harden the _ — Limit damage
target to the target

First Dimension Second Dimension

L

Make the target
resilient

Third Dimension
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| ,D&hj'age Likﬁitdtibn”andtyben Re$i7ién'cy':' }

i : ust a.rchltectures . ot g

- Domaln Separation s TS ~

- Network segmentation / micro segmentatlon N
Y Impedes ”Iateral movement” of adversaries

NIS'_ NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY



cOps is the future...
Innovate. Automate.
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