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CDM Program Capabilities

Manage Assets 

− What is on the network?

Manage Accounts 

− Who is on the network? 

Manage Network Security 

− What is happening on the 
network? How is the network 
protected?

Manage Data Protection

− How is data protected?
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CDM Architecture

CDM architecture uses a four-
layer design in which the “desired 
state” is compared to “actual 
state” data collected from CDM 
sensors in Layer A. Desired state 
policies are provided in the 
Federal Dashboard (Layer D) and 
Agency Dashboard (Layer C) and 
compared with actual state data 
in the CDM integration layer 
(Layer B). 
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Moving Toward Threat-Based Risk Management
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CDM Dashboards will enhance 
cybersecurity by providing a more 

standardized system that focuses on 
asset-based risk management, rather 

than compliance reporting. 


