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CISDCI SO Future Standar ds

A Software Bill of Materials (SBOM)

A Automated Source Code Data Protection Measure

A Flow and Modernization Measures for Agile/DevOps Environments
A Updated Automated Technical Debt Measure

A Process Maturity Metamodel

A Dependable Programmer Certification
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Consortium for Information & Software Quality

SAVE THE DATE

2021 GYBER RESILIENGE SUMMIT

Our annual Cyber Resilience Summit will take place on October 12th, 2021 virtually!

REGISTER TODAY

- -

The Cost of Poor Software Quality in the New ISO Standard: 1ISO 5055
US: A 2020 REpOI’t ISO 5055 is the first ISO standard to measure

Operational software failures, poor quality legacy m software qualities such as security and GET THE STANDARD
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KEYNOTE:

IS TECHNOLOGY THE
SOLUTION OR PART OF
THE PROBLEM?
TECHNICAL DECISION
POINTS ON THE JOURNEY
TO RESPONSIBLE
COMPUTING

PRESENTED BY:

MARC PETERS
DISTINGUISHED ENGINEER, CTO FOR ENERGY,
ENVIRONMENT & UTILITIES EMEA, IBM



GAINING INSIGHT INTO
CYBERSECURITY
MATURITY

PRESENTED BY:

RON ZAHAVI
CHIEF STRATEGIST FOR IOT STANDARDS,
MICROSOFT

MATTHEW JAMES BUTKOVIC
TECHNICAL DIRECTOR, SEI

SAMMY MIGUES
PRINCIPAL SCIENTIST, THE SYNOPSYS SOFTWARE
INTEGRITY GROUP



CMMC AND SMM

PRESENTED BY: Ron Zahavi, Chief Strategist for loT
standards, Microsoft Azure loT, SMM cc author
October 2021




A What are they?

AWhat 6s similar ?
AWhat 6s di fferent ?
A Complementary use
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CISQ CMMC and SMM purpose

A CMMC: The Cybersecurity Maturity Model Certification (CMMC) is
a new cybersecurity framework and accompanying certification by
the US Department of Defense (DoD). The goal of the new CMMC
compliance requirement is to protect Federal Contract Information
(FCIl) and Controlled Unclassified Information (CUI).

A SMM: The Internet of Things (IoT) Security Maturity Model
(SMM) builds on the concepts identified in the Industrial Internet
Security Framework (IISF) and provides a path for loT providers to
understand where they need to be, make intelligent choices about
which mechanisms to use and how to invest in the mechanisms to
meet their needs
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C|SD Structure - CMMC Domains and SMM Practices
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CMMC SMM
A US Government based A International

Gui delines for protecthA &arevadatingseocurgyronlaf satutions! (ensors to the cloud
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A
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hi gher | evel A Levels match need and investment goals, identify the right level
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LEVEL5
LEVEL4
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LEVEL 2 Objective Objective Description | Objective Description | Objective Description | Objective Description
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