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What Is CISQ ?

CISQ PartnersCISQ Sponsors

CISQ is chartered to specify measures 

of software size and quality that can 

be automated from source code, and 

promote them through OMG and other 

international standards organizations

Co-founders

Paul

Nielsen

Richard 

Soley

http://www.it-cisq.org/
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CISQôs History of Software Standards
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CISQôs Future Standards

ÅSoftware Bill of Materials (SBOM)

ÅAutomated Source Code Data Protection Measure

ÅFlow and Modernization Measures for Agile/DevOps Environments

ÅUpdated Automated Technical Debt Measure

ÅProcess Maturity Metamodel

ÅDependable Programmer Certification

http://www.it-cisq.org/
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www.it-cisq.org ½ Membership Is Free

¶ Almost 4000 individual members 

from Fortune 1000 organizations

¶ Contents:
½ Approved standards

½ Contract language

½ Trustworthy Systems Manifesto

½ Presentations

½ Webinars

½ Tutorials

½ Whitepapers

½ Use Cases

½ Blogs

½ News

½ Current standards projects

½ Process Maturity Metamodel

½ Upcoming events

¶ Cyber Resilience Summits

http://www.it-cisq.org/


KEYNOTE:

IS TECHNOLOGY THE 

SOLUTION OR PART OF 

THE PROBLEM? 

TECHNICAL DECISION 

POINTS ON THE JOURNEY 

TO RESPONSIBLE 

COMPUTING

PRESENTED BY: 

MARC PETERS

DISTINGUISHED ENGINEER, CTO FOR ENERGY, 

ENVIRONMENT & UTILITIES EMEA, IBM



GAINING INSIGHT INTO 

CYBERSECURITY 

MATURITY

PRESENTED BY:

RON ZAHAVI

CHIEF STRATEGIST FOR IOT STANDARDS, 

MICROSOFT

MATTHEW JAMES BUTKOVIC

TECHNICAL DIRECTOR, SEI

SAMMY MIGUES

PRINCIPAL SCIENTIST, THE SYNOPSYS SOFTWARE 

INTEGRITY GROUP



CMMC AND SMM

PRESENTED BY: Ron Zahavi, Chief Strategist for IoT 

standards, Microsoft Azure IoT, SMM co-author

October 2021
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CMMC and SMM

ÅWhat are they?

ÅWhatõs similar?

ÅWhatõs different?

ÅComplementary use

10

http://www.it-cisq.org/
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CMMC and SMM purpose

ÅCMMC: The Cybersecurity Maturity Model Certification (CMMC) is 
a new cybersecurity framework and accompanying certification by 
the US Department of Defense (DoD). The goal of the new CMMC 
compliance requirement is to protect Federal Contract Information 
(FCI) and Controlled Unclassified Information (CUI).

ÅSMM: The Internet of Things (IoT) Security Maturity Model 
(SMM) builds on the concepts identified in the Industrial Internet 
Security Framework (IISF) and provides a path for IoT providers to 
understand where they need to be, make intelligent choices about 
which mechanisms to use and how to invest in the mechanisms to 
meet their needs

11

http://www.it-cisq.org/
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Structure - CMMC Domains and SMM Practices
12

http://www.it-cisq.org/
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Structure - CMMC Domains and SMM Practices
13
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Structure - CMMC Domains and SMM Practices
14

http://www.it-cisq.org/
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Similar topic areas
15

http://www.it-cisq.org/
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Similar topic areas
16
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Similar topic areas
17

http://www.it-cisq.org/
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But they are different and have different context

CMMC

Å US Government based

Å Guidelines for protection of government IP 

by vendors

Å Certification of compliance

Å Improvement between levels, reaching a 

higher level

18

SMM

Å International

Å For evaluating security of IoT solutions (sensors to the cloud 

including IT/OT/IoT)

Å Certification of assessment companies that want to evaluate 

solutions

Å Levels match need and investment goals, identify the right level

Å Profiles and mappings

General

Industry

System

http://www.it-cisq.org/
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Profiles

ÅExtending the scope to 
create an industry profile

Å Make general considerations more specific

Å Add more detail

Å Provide guidance on òwhat needs to be 
doneó

Å Provide industry specific detail on òindicators 
of accomplishmentó

ÅSystem-specific guidance 
can also be added for a 
system or a device

19
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