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CISQ/OMG Standards & ISO Fasttrack 
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Automated Source Code Quality Measures 
Example architectural and 

coding weaknesses included 
in the CISQ measures 

• SQL injection 
• Cross-site scripting 
• Buffer overflow 

• Improper synchronization 
• Improper error handling 
• Missing timeout 

• Expensive loop operation 
• Un-indexed data access 
• Unreleased resource 

• Excessive coupling 
• Layer-skipping call 
• Dead code 

4 Quality Measures in ASCQM  

Security 
36 parent  
37 contributing 

weaknesses 

Reliability 
35 parent 
39 contributing 

weaknesses 

Performance 
Efficiency 

16 parent 
  3 contributing 

weaknesses 

Maintainability 
29 parent 
  0 contributing 

weaknesses 

International team of experts 
selected the weaknesses 
included in CISQ measures 
 
Measures selected for severity 
of impact on operational 
problems or cost of ownership 
 
Measures include both IT and 
embedded system weaknesses 
 
Large percent of weaknesses 
include architectural flaws 
 
All CISQ Weaknesses are CWEs 

http://www.it-cisq.org/
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CISQ Supplements ISO/IEC 25000 Standards 
• ISO/IEC 25010 defines a software product quality model of 8 quality characteristics 
• CISQ conforms to ISO/IEC 25010 quality characteristic definitions 
• ISO/IEC 25023 defines measures, but not automatable or at the source code level 
• CISQ supplements ISO/IEC 25023 with automatable source code level measures 

CISQ automated structural quality measures are highlighted in blue 

ISO/IEC 25010  Software Product Quality 
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Deploying CISQ Measures in Public Sector 

CISQ 
measures 

OMG 
standards 

ISO 
standards 

Corporate 
IT Policy 

Benchmarks Third party 
Contracts 

Public  
IT Policy 

System 
acquisition Regulations 

US State Dept. 
Gen. Serv. Admin. 

Sec. & Exch. Com. 
State of Texas 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/


© 2020 Consortium for Information and Software Quality (CISQ) www.it-cisq.org                               7 

CISQ Membership Is Free  www.it-cisq.org  
Over 3,000 individual members from 

large software-intensive 
organizations: 

http://www.it-cisq.org/
http://www.it-cisq.org/
http://www.it-cisq.org/
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